Privacy and Confidentiality Policy

Privacy is acknowledged as a fundamental human right. Birra-Li has an ethical and legal responsibility
to protect the privacy and confidentiality of children, individuals and families as outlined in the Early
Childhood Code of Ethics, National Education and Care Regulations and the Privacy Act 1988. The
right to privacy of all children, their families, educators and staff will be upheld and respected, whilst
ensuring that all children have access to high quality early years care and education. All staff members
will maintain confidentiality of personal and sensitive information to foster positive trusting

relationship with families.

National Quality Standard (NQS)

Quality Area 7: Governance and Leadership

7.1 Governance Governance supports the operation of a quality service

7.1.1 | Service philosophy and A statement of philosophy guides all aspects of the
purposes service’s operations

7.1.2 | Management Systems Systems are in place to manage risk and enable the

effective management and operation of a quality service

7.1.3 | Roles and Responsibilities | Roles and responsibilities are clearly defined, and
understood and support effective decision making and

operation of the service

7.2 Leadership Effective leadership builds and promotes a positive

organisational culture and professional learning

community

Education and Care Services National Regulations

168 Education and care services must have policies and procedures

170 Policies and procedures to be followed

171 Policies and procedures to be kept available




177 Prescribed enrolment and other documents to be kept by approved provider

181 Confidentiality of records kept by approved provider

183 Storage of records and other documents

184 Storage of records after service approval transferred

Related policies:

CCTV Policy Child Care Subsidy and Governance Policy
Cyber Safety Policy Dealing with Complaints Policies (Families and Staff)
Enrolment Policy Partnerships and Communication with Families Policy
Governance Policy Interaction with Children, Families and Staff Policy
Orientation of Families Policy Management Committee Policy
Payment of Fees Policy Writing Reviewing and Maintaining Policies Policy
Photograph policy Record Keeping and Retention Policy

Purpose:

At Birra- Li we protect the privacy and confidentiality of individuals by ensuring that all records and
information about individual children, families, educators and management are kept in a secure place
and are only accessed by or disclosed to those people who need the information to fulfil their

responsibilities at the centre or have a legal right to know.

Scope:
This policy applies to children, families, educators, staff, management, Nominated Supervisor,

students, volunteers and visitors of the centre.

Implementation:
Early Childhood Services are required to comply with the Australian privacy law which includes the
Privacy Act 1988 (the Act) aimed at protecting the privacy of individuals. Schedule 1 of the Privacy Act

91988) includes 13 Australian Privacy Principles (APPS) which all services are required to apply.

The Notifiable Data Breaches (NDB) scheme that requires Early Childhood Services, to provide notice
to the Office of the Australian Information Commissioner (formerly known as the Privacy
Commissioner) and affected individuals of any data breaches that are “likely” to result in “serious

harm.”



Businesses that suspect an eligible data breach may have occurred, must undertake a reasonable and

expeditious assessment to determine if the data breach is likely to result in serious harm to any

individual affected. In order to comply with the Privacy Act, services are required to follow the

Australian Privacy Principles (APPS), which are contained in Schedule 1 of the Privacy Act 1988.

Management will:

Ensure the Service acts in accordance with the requirements of the Australian Privacy Principles
and Privacy Act 1988 by developing, reviewing, and implementing procedures and practices that
identify:

- the name and contact details of the Service

- what information the Service collects and the source of information

- why the information is collected

- who will have access to information

- collection, storage, use, disclosure, and disposal of personal information collected by the Service
- any law that requires the particular information to be collected

- adequate and appropriate storage for personal information collected by the Service

- protection of personal information from unauthorised access.

Ensure educators, staff, students and volunteers have knowledge of and adhere to this policy.
Ensure families are aware of the ‘Confidentiality Policy’.

Provide Staff and Educators with any relevant changes to Australian privacy law or policies &
procedures.

Make sure all relevant staff understand the requirements under Australia's privacy law and
notifiable Data Breaches (NDB) Scheme.

Ensure personal information is protected in accordance with our obligations under the Privacy Act
1988 and Privacy amendments (Enhancing Privacy Protection) Act 2012.

Ensure all records and documents are maintained and stored in accordance with Education and
Care Service National Regulations (See ‘Record Keeping and Retention Policy’).

Ensure all computers are password protected and install security software- antivirus protection.
Ensure families are notified of the time particular records are required to be retained as per

Education and Care Services National Regulations.



Ensure the appropriate and permitted use of images of children including obtaining written
authorisation from parents and/or guardian of children who will be photographed or videoed by
the service. The authorisation is to state the purpose for which the images are to be used for and
details regarding their publication or sharing.

Ensure all employees, students and volunteers are provided with a copy of this policy and the copy is
signed and returned to management to store in staff files.

Ensure this policy is available to families at any time.

Deal with privacy complaints promptly and in a consistent manner, following the centre’s Grievance
Procedures.

Ensure families only have access to the files and records of their own children.

Ensure information given to Educators is treated with respect and in a professional manner.
Ensure children and staff files are stored in a locked and secure cabinet.

Ensure Information relating to staff employment will remain confidential to the people directly
involved with making personnel decisions.

Ensure that Information shared with management or educators by the family is treated as
confidential unless told otherwise.

Ensure information regarding the health and wellbeing of a child or staff member is not shared
with others unless consent has been provided, in writing, or provided the disclosure is required or
authorised by law under relevant state/territory legislation.

Ensure that any confidential conversations, had with parents or educators, are conducted in a
quiet area away from other children, parents and educators. Such conversations are to be
documented and stored in a confidential file.

Ensure permission is obtained from families to allow observations, programming, documentation
and communication using the Earlyworks program.

Adhere to centre policies and procedures, supporting the Management Committee.

Ensure educators, staff, volunteers and families are aware of the confidentiality policy.

Ensure consent forms are obtained from parents and/or guardian of children who will be
photographed or videoed at Birra-Li.

Ensure only necessary information regarding the children’s day to day health and wellbeing is

given to non-primary contact educators — for example food allergies.



Not discuss individual children with people other than the parents of that child, except for the
purposes of curriculum planning or group management.

Ensure Information shared by the family is treated as confidential unless told otherwise.

Ensure that Information pertaining to the Centre’s confidential business transactions is not
discussed with any person or persons within or outside the centre, except where this is in relation

to the Educator’s or Management Committee member’s professional work at the Centre.

Educators and Staff will:

Read and adhere to the Confidentiality Policy at all times.

Ensure any recorded information and photographs of children are kept secure and are available to
families upon request.

Ensure families only have access to the files and records of their own children.

Treat private and confidential information with respect and in a professional manner.

Not discuss individual children with people other than the family of that child, except for the
purposes of curriculum planning or group management. Communication in other settings must be
approved by the family beforehand.

Ensure any Information shared with Educators by the family is treated as confidential unless told
otherwise.

Maintain individual and Service information and store documentation according to this policy at
all times.

Not disclose or share information about an individual, the Service, management information, or
other staff (unless authorised to do so by legislation).

Not have any contact with families in regards to incidents or children/families in the service
outside of working hours. Any Incidents or issues will be discussed with the nominated supervisor
first before being discussed with families.

Protect the privacy and confidentiality of other educators by not relating personal information
about another educator to anyone either within or outside the service.

Ensure that any confidential matters in regards to children, families, management or educators
are kept confidential and not discussed with others.

Ensure that no information or evidence on matters relating to children and/or their families is

given to anyone other than the parent/guardian, unless prior written approval by the custodial



parent/guardian is obtained. Exceptions may apply regarding information about children when
summoned to appear before a court of law. Notwithstanding these requirements confidential
information may be exchanged in the normal course of work with other educators at the centre
and may be given to the nominated supervisor, when this is reasonably needed for the proper

operation of the centre and wellbeing of users and educators.

Continuous improvement:
Our Confidentiality Policy will be updated every 18 months in consultation with families, staff,

educators and management

Sources:

Australian Children’s Education & Care Quality Authority. (2014)
Australian Children’s Education & Care Quality Authority. (2023). Guide to the National Quality

Framework.
Australian Government Department of Education. Child Care Provider Handbook (2023)

https://www.education.gov.au/early-childhood/resources/child-care-provider-handbook

Australian Government Office of the Australian Information Commission — Australian Privacy

Principles: https://www.oaic.gov.au/privacy-law/privacy-act/australian-privacy-principles

Early Childhood Australia Code of Ethics. (2016).
Education and Care Services National Law Act 2010. (Amended 2023).

Education and Care Services National Regulations. (Amended 2023).

Privacy Act 1988.
Revised National Quality Standard. (2018).
UN General Assembly (1989) United Nations Convention of the Rights of a child

Western Australian Education and Care Services National Regulations

Review:
Policy Modifications Next Review
Reviewed Date

September Updated using Child Care Centre Desktop Policies. Changes made | March 2020
2018 to comply with changes to the Australian Privacy Act 1988,

including incorporation of the Australian Privacy Principles.



https://www.acecqa.gov.au/sites/default/files/2023-03/Guide-to-the-NQF-March-2023.pdf
https://www.acecqa.gov.au/sites/default/files/2023-03/Guide-to-the-NQF-March-2023.pdf
https://www.education.gov.au/early-childhood/resources/child-care-provider-handbook
https://www.oaic.gov.au/privacy-law/privacy-act/australian-privacy-principles
https://www.legislation.nsw.gov.au/view/html/inforce/current/sl-2011-0653?query=((Repealed%3DN+AND+PrintType%3D%22act.reprint%22+AND+PitValid%3D@pointInTime(20200831000000))+OR+(Repealed%3DN+AND+PrintType%3D%22reprint%22+AND+PitValid%3D@pointInTime(20200831000000))+OR+(Repealed%3DN+AND+(PrintType%3D%22epi.reprint%22+OR+PrintType%3D%22epi.electronic%22)+AND+PitValid%3D@pointInTime(20200831000000)))+AND+Content%3D(%22early%22+AND+%22childhood%22)&dQuery=Document+Types%3D%22%3Cspan+class%3D%27dq-highlight%27%3EActs%3C/span%3E,+%3Cspan+class%3D%27dq-highlight%27%3ERegulations%3C/span%3E,+%3Cspan+class%3D%27dq-highlight%27%3EEPIs%3C/span%3E%22,+Search+In%3D%22%3Cspan+class%3D%27dq-highlight%27%3EAll+Content%3C/span%3E%22,+All+Words%3D%22%3Cspan+class%3D%27dq-highlight%27%3Eearly+childhood%3C/span%3E%22,+Point+In+Time%3D%22%3Cspan+class%3D%27dq-highlight%27%3E31/08/2020%3C/span%3E%22
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_12929_subsidiary.html

July 2020 Added a print out of the personal information that may be January 2021
collected for educators and families. This will be attached to the
Confidentiality Policy for viewing.
June 2023 Removed section “Nominated supervisor will” and added into December
“Management will”. Minor editing changes to Policy. 2024
December Additional education and care services national regulations June 2026
2024 added. Related policies section added. Continuous improvement

section added. Revised formatting and contents.

| agree to Birra-Li’s Confidentiality Policy.

Name:

(Please print)

Signature:

Date:




